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Unit Syllabus: SYMMETRIC AND ASYMMETRIC KEY CRYPTOGRAPHY                 (9) 

Mathematics of Symmetric and Asymmetric key Cryptography: Overview - Symmetric Key 

Ciphers: Block Cipher Operation, RC4 - Asymmetric key Ciphers: Diffie-Hellman key exchange, 

SIDH, ElGamal cryptosystem, Elliptic curve cryptography  

 

Objective: To understand various symmetric and asymmetric key cryptographic algorithms.  

 

 

* Session duration: 50 minutes 
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Sub. Code / Sub. Name    :  EC22072 CRYPTOGRAPHY AND NETWORK     

                                               SECURITY  

Unit                                   :  I 

Session 

No. 
Topics to be covered Ref 

Teaching 

Method 

1.  Introduction to Cryptography 1,2,3,7 PPT/ICT 

2.  Mathematics of Symmetric Key Cryptography 1,2,3 PPT/ICT 

3.  Mathematics of Asymmetric Key Cryptography 1,2,3 PPT/ICT 

4.  Block Cipher Operation 1,2,3 PPT/ICT 

5.  Stream Cipher – RC4 1,2,3,7 PPT/ICT 

6.  Diffie-Hellman key exchange 1,2,3 PPT/ICT 

7.  SIDH 1,2,3 PPT/ICT 

8.  ElGamal cryptosystem 1,2,3,7 PPT/ICT 

9.  Elliptic Curve Cryptography 1,2,3 PPT/ICT 

Content beyond the Syllabus: NIL 
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Unit Syllabus: AUTHENTICATION AND HASH FUNCTION                                   (9) 

Authentication requirements - Authentication functions - Message Authentication Codes - Hash 

Functions - Security of Hash Functions and MACs - Secure Hash Algorithm – HMAC - Digital 

Signatures - Authentication Protocols - Digital Signature Standard  

 

Objective: To acquire fundamental knowledge on the concept of authentication and hash 

functions.  

Session 

No. 
Topics to be covered Ref 

Teaching 

Method 

10.  Authentication requirements 1,2,3 PPT/ICT 

11.  Authentication functions - Message Authentication Codes 1,2,3 PPT/ICT 

12.  Authentication functions - Hash Functions 1,2,3 PPT/ICT 

13.  Security of Hash Functions and MACs 1,2,3 PPT/ICT 

14.  Secure Hash Algorithm 1,2,3,7 PPT/ICT 

 FAT I - - 

15.  HMAC 1,2,3 PPT/ICT 

16.  Digital Signatures 1,2,3,7 PPT/ICT 

17.  Authentication Protocols 1,2,3 PPT/ICT 

18.  Digital Signature Standard 1,2,3 PPT/ICT 

Content beyond the Syllabus: NIL 

 

* Session duration: 50 mins 

 

 

 

 

 

Sub. Code / Sub. Name :  EC22072 CRYPTOGRAPHY AND NETWORK SECURITY 

Unit                                : II 
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Unit Syllabus: NETWORK SECURITY                                                                        (9) 

Authentication Applications: Kerberos - X.509 Authentication Service - Electronic Mail Security -

PGP-S/MIME - IP Security: Architecture, Authentication Header - Web Security: Threats, Secure 

Electronic Transaction (SET).  

 

Objective: To describe the principles of Electronic Mail Security and authentication services  

  

* Session duration: 50 mins 

  

Sub. Code / Sub. Name :  EC22072 CRYPTOGRAPHY AND NETWORK SECURITY 

Unit                                : III 

 

Session 

No. 
Topics to be covered Ref 

Teaching 

Method 

19.  Authentication Applications - Kerberos 1,2,4,5,6 PPT/ICT 

20.  X.509 Authentication Service 1,2,4,5 PPT/ICT 

21.  Electronic Mail Security - PGP 1,2,4,5 PPT/ICT 

22.  Electronic Mail Security - S/MIME 1,2,4,5,6 PPT/ICT 

23.  IP Security - Architecture, Authentication Header 1,2,4,5,6 PPT/ICT 

24.  IP Security – Encapsulating Security Payload 1,2,4,5,6 PPT/ICT 

25.  Web Security - Threats 1,2,4,5,6 PPT/ICT 

26.  Web Security – Secure Socket Layer (SSL) 1,2,4,5,6 PPT/ICT 

27.  Web Security – Secure Electronic Transaction (SET) 1,2,4,5,6 PPT/ICT 

Content beyond the Syllabus: NIL 
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Unit Syllabus: SYSTEM SECURITY                                                             (9) 

Intrusion detection - Password Management - Viruses and related Threats - Virus Counter 

measures - Firewall Design Principles – Trusted Systems  

 

Objective: To give an insight on various system level security concepts  

 

* Session duration: 50 mins 

 

 

 

 

 

 

 

 

 

Sub. Code / Sub. Name :  EC22072 CRYPTOGRAPHY AND NETWORK SECURITY 

Unit                                : IV 

 

Session 

No. 
Topics to be covered Ref 

Teaching 

Method 

28. Intruders – Classes, techniques  1,2,4,5 PPT 

29. Intrusion detection 1,2,4,5 PPT 

30. Password Management 1,2,4,5 PPT 

31. Viruses and related Threats – Nature, types 1,2,4,5 PPT 

32. Viruses and related Threats – Macro, Email viruses 1,2,4,5 PPT 

 FAT II - - 

33. Virus Counter measures 1,2,4,5 PPT 

34. Firewall Design Principles – Characteristics, types 1,2,4,5 PPT 

35. Firewall Design Principles - Configuration 1,2,4,5 PPT 

36. Trusted Systems – Honey Pots 1,2,4,5 PPT 

Content beyond the Syllabus:  Honey Pots 
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Unit Syllabus: LIGHTWEIGHT AND POST-QUANTUM CRYPTOGRAPHY          (9) 

Lightweight Cryptography: Concepts, Algorithm – Post-Quantum Cryptography: Quantum 

Computing, Concepts, Algorithms  

 

Objective: To expose the concepts of Lightweight and quantum cryptography  

* Session duration: 50 mins 

 

 

Sub. Code / Sub. Name :  EC22072 CRYPTOGRAPHY AND NETWORK SECURITY 

Unit                                : V 
 

 

Session 

No. 

Topics to be covered Ref 
Teaching 

Method 

37. Introduction to Lightweight Cryptography 1,2,3,5 PPT/ICT 

38. Lightweight Cryptography Concepts 1,2,3,5 PPT/ICT 

39. Lightweight Cryptographic Algorithm 1,2,3,5 PPT/ICT 

40. Introduction to Quantum Cryptography 1,2,3,5 PPT/ICT 

41. Post-Quantum Cryptography 1,2,3,5 PPT/ICT 

42. Quantum Computing 1,2,3,5 PPT/ICT 

43. Quantum Computing Concepts 1,2,3,5 PPT/ICT 

44. Quantum Computing Algorithms 1,2,3,5 PPT/ICT 

45. Practical Cryptography 1,2,3,5 PPT/ICT 

 FAT III - - 

Content beyond the Syllabus:  Practical Cryptography 




